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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

2. Claims 1 -1 8 and 20-21 are rejected under 35 U.S.C. 1 02(a) as being anticipated 
by Herbert et al. (WO 03/0791 96 A2). 

Regarding claim 1, Herbert teaches a data protection method for software 
applications on a mobile electronic device (page 8, lines 17-21), the device having 
storage for allocation to respective software applications for data storage (page 7, lines 
3-19), including: creating and storing a list of selected software applications operating 
on the mobile electronic device (page 8, line 17 to page 9, line 24, page 12, lines 1-23); 
notifying the selected software applications of an impending storage cleaning operation 
(page 9, line 1 to page 10, line 8); and determining, for each selected software 
application receiving the notification, if any storage allocated thereto is to be released 
for cleaning during the impending storage cleaning operation and if so releasing the 
storage for cleaning (page 1 0, line 9 to page 1 1 , line 23). 

Regarding claim 2, Herbert teaches cleaning the released storage (page 12, lines 

1-24). 

Regarding claim 3, Herbert teaches the cleaning includes causing a garbage 
collector to implement the cleaning operation (page 10, lines 9-24, page 12, lines 1-23). 
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Regarding claim 4, Herbert teaches wherein an impending storage cleaning 
operation can be triggered by any one of a plurality of types of predetermined trigger 
events, the method including waiting for one of the plurality of trigger events to occur 
prior to the step of notifying the selected software applications of the impending storage 
cleaning operation (page 8, line 17 to page 10, line 23). 

Regarding claim 5, Herbert teaches wherein the step of notifying includes 
identifying for the selected software applications the type of trigger event triggering the 
impending storage cleaning operation, at least some of the selected software 
applications selectively releasing storage allocated thereto for cleaning based on the 
type of trigger event identified (page 8, line 1 7 to page 1 0, line 23). 

Regarding claim 6, Herbert teaches determining if any of the selected software 
applications have indicated that they have released storage for cleaning, and if so, 
causing the released storage to be cleaned (page 10, line 9-18). 

Regarding claims 7,11, Herbert teaches wherein at least one of the trigger 
events is selected from the group consisting of: a holstering event that occurs when the 
device is placed in a corresponding holster; an idle timeout event that occurs when the 
device is left idle by a user thereof for a predetermined time period; a synchronization 
start event that occurs when the device begins a synchronization operation with a 
computer; a synchronization end event that occurs when the device ends the 
synchronization operation with the computer; a memory cleaner event that occurs when 
a memory cleaning operation is initiated on the device; a time change event that occurs 
when a time setting of the device is changed; a device lock event that occurs when the 
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device is locked; and a power down event that occurs as the device is about to power 
down (page 8, line 17 to page 9, line 23). 

Regarding claim 8, Herbert teaches a mobile electronic device having a plurality 
of software applications operating thereon, at least some of the applications referencing 
objects for storing data in memory of the mobile electronic device (page 8, lines 1-23), a 
method for protecting the data including, in the following order, steps of: registering 
selected applications (page 10, lines 1-23); notifying the registered applications upon 
the occurrence of a trigger event (page 10, lines 1-23); unreferencing at least some 
objects referenced by the registered applications based on the notification (page 10, line 
18 to page 1 1 , line 23); and cleaning the memory to remove data stored in any 
unreferenced objects (page 10, line 1 to page 1 1 , line 23). 

Regarding claim 9, Herbert teaches wherein the registered applications are 
notified upon the occurrence of any one of a plurality of different types of trigger events, 
and the registered applications are notified of the type of trigger event that has occurred 
(page 8, line 18 to page 9, line 23). 

Regarding claim 10, Herbert teaches wherein in the unreferencing step, at least 
some of the registered applications selectively unreference objects based on the type of 
trigger event (page 1 0, line 1 8 to page 1 1 , line 23). 

Regarding claim 12, Herbert teaches wherein the trigger events can be pre- 
selected by a user of the device (page 9, lines 4-21 ). 
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Regarding claim 13, Herbert teaches, prior to the cleaning step, determining if 
any objects have been unreferenced by the registered applications, and if not, forgoing 
the cleaning step (pages 8-9). 

Regarding claim 14, Herbert teaches wherein the cleaning step includes calling a 
wipe function to cause either all zeros, all ones or random data to be written to the 
unreferenced objects (pages 10-11). 

Regarding claim 15, Herbert teaches mobile electronic device (page 3, lines 17- 
23), comprising: a microprocessor (110); a plurality of software applications operable on 
the microprocessor (page 4, lines 5-15); a heap memory for storing objects used by the 
software applications (page 4, lines 6-20); a garbage collector module operable on the 
microprocessor for cleaning unreferenced objects in the heap memory (pages 4-6); and 
a memory cleaner module operable on the microprocessor for maintaining a list of 
registered applications selected from the software applications (pages 6-7), and for 
notifying at least some of the registered applications upon the occurrence of a trigger 
event (pages 8-9); the registered applications being responsive to the memory cleaner 
module for unreferencing at least some of the objects in the heap memory used thereby 
upon receiving the notification from the memory cleaner module (pages 10-11). 

Regarding claim 16, Herbert teaches wherein there are a plurality of different 
types of trigger events upon the occurrence of any one of which the memory cleaner 
module notifies the registered applications, the notification including an identification of 
the type of trigger event (pages 9-10). 
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Regarding claim 1 7, Herbert teaches wherein at least one of the trigger events is 
selected from the group consisting of: a holstering event that occurs when the device is 
placed in a corresponding holster; an idle timeout event that occurs when the device is 
left idle by a user thereof for a predetermined time period; a synchronization start event 
that occurs when the device begins a synchronization operation with a computer; a 
synchronization end event that occurs when the device ends the synchronization 
operation with the computer; a memory cleaner event that occurs when a memory 
cleaning operation is initiated on the device; a time change event that occurs when a 
time setting of the device is changed; a device lock event that occurs when the device is 
locked; and a power down event that occurs as the device is about to power down 
(page 8-10). 

Regarding claim 18, Herbert teaches wherein at least some of the registered 
applications are configured for, upon receiving notification from the memory cleaner 
module, selectively unreferencing objects referenced thereby based on the type of 
trigger event (pages 10-11). 

Regarding claim 20, Herbert teaches the device includes a display screen, the 
memory cleaner module being configured for generating on the display screen a user 
interface identifying the registered applications (pages 16-17). 

Regarding claim 21 , Herbert teaches at least one of the software applications is 
configured to automatically register with the memory cleaner module as a registered 
application when creating a predetermined category of data (pages 10, 12-13). 
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Allowable Subject Matter 

3. Claim 19 is objected to as being dependent upon a rejected base claim, but 
would be allowable if rewritten in independent form including all of the limitations of the 
base claim and any intervening claims. 



Conclusion 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

US 2004/0260840 12/23/2004 
US 2003/0236769 12/25/2003 
US 2002/0046292 04/18/2002 
US 2005/00751 1 5 04/07/2005 
US 2003/0147369 08/07/2003 
US.5,406,643 02/11/1993 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jean A. Gelin whose telephone number is (571) 272- 
7842. The examiner can normally be reached on 9:30 AM to 7:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, George Eng can be reached on (571) 272-7495. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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